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HYPOS - PARTICIPATION IS KEY
• Share your insights/experiences with the group.

• Some vignettes are Army-centric but could take place in 
any type of legal office or Service.

• Don’t worry about specific PR rule numbers.

• Instead, think about “what is the underlying legal-ethical 
principle?”
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VIGNETTE #1
It’s 1500 on a Friday afternoon before a long holiday weekend. A relatively 

new judge advocate (1LT Alpha) in a Division OSJA’s Administrative & Civil Law 
Division has been balancing a mountain of legal reviews, investigations, and ethics 
opinions for their Division.  The Chief of AdLaw (Mr. Bravo) walks into 1LT Alpha’s 
office. As 1LT Alpha begins sharing their amazing plans for the weekend, Mr. Bravo 
casually asks if 1LT Alpha has sent a short-suspense legal review to the CG’s CIG 
director for a local community event that weekend that the CG intends to participate 
in.

 With a jolt of panic, 1LT Alpha remembers that they haven’t even started the 
legal review in question.  Mr. Bravo casually suggests, as he walks out the door, that 
maybe 1LT Alpha could use an AI tool to help.

Are there any PR issues that we should be concerned about?
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VIGNETTE #1
• What Rules Apply?

• Rule 1.1 (Competence)
• Rule 1.3 (Diligence)
• Rule 1.4 (Communication)
• Rules 5.1 and 5.3 (Responsibilities of Subordinate/Supervisory Attorneys)

• Other issues, questions, or concerns?
• Additional / new policies?
• Hallucinations?
• Which version of the GenAI tool is being used?
• Any prior experience with GenAI tool used?
• Any prior experience with issue at hand?
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VIGNETTE #1
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VIGNETTE #1
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VIGNETTE #1
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VIGNETTE #1
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VIGNETTE #1
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VIGNETTE #1
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VIGNETTE #1
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VIGNETTE #2
At the Army’s Contract Litigation & Intellectual Property Division 

(KLIP), it’s close to the suspense to file a response in a major contract 
bid protest.

The respective KLIP trial attorney (CPT Delta) asks their all-star 
paralegal (SSG Echo) to help draft the response.  After receiving the 
draft response, CPT Delta is surprised to see many novel cases cited, 
but they trust their paralegal.

Before filing their response, CPT Delta also learns that SSG Echo 
used ChatGPT to draft the response.

What PR concerns do we have here?
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VIGNETTE #2
• What Rules Apply?

• Same as previous (Competence, Diligence, Supervisory Lawyers)
• Rule 1.4 (Communication)
• Rule 1.6 (Confidentiality)
• Rule 5.3 (Nonlawyer Assistance)
• Others?

• Other issues, questions, or concerns?
• Oversight GenAI Tools as if they were paralegals
• Set up expectations early; incorporate discussion of AI/PR into initial counselings
• Questions to ask paralegal
• Warning flags for closer review
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VIGNETTE #2
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VIGNETTE #2
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VIGNETTE #2
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VIGNETTE #3
As a Brigade Judge Advocate, MAJ Uniform receives a Ch. 14-12c separation 

packet back from a TDS Defense Counsel (CPT Sierra) with their client's elections and 
matters.

Among the matters, MAJ Uniform sees an audio file, entitled "ElevenLabs_Altered 
File.mp3."  After some cursory research, she learns that ElevenLabs is a generative AI 
website that allows a user to alter any recorded voice to "say" whatever they want.  
Listening to the audio file, it appears objectively obvious that it was altered to 
misrepresent what was actually recorded.

MAJ Unsure reaches out to CPT Sierra to clarify her concerns that this may be 
fabricated evidence.  CPT Sierra responds aggressively and says he doesn't believe 
there is any concern.  MAJ Uniform suspects that CPT Sierra may actually know the file 
was altered.

What PR concerns do we have?  What should MAJ Uniform do here?
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VIGNETTE #3
• What Rules Apply?

• Same as previous (Competence, Diligence, Supervisory Lawyers)
• Rule 3.3 (Candor Towards Tribunal; Comment: False Evidence)
• Rule 8.3 (Reporting Professional Misconduct)
• Rule 8.4 (Misconduct)
• Rule 8.5 (Jurisdiction)

• Other issues, questions, or concerns?
• Duties to verify evidence
• Communications with clients
• Clarifying with opposing attorney and their supervisors
• Warning flags for closer review



19UNCLASSIFIEDAdministrative & Civil Law Department

VIGNETTE #3



20UNCLASSIFIEDAdministrative & Civil Law Department

VIGNETTE #3
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VIGNETTE #3
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FINAL DISCUSSION TOPICS
 What do you think the most common uses of AI tools in JAG offices will be?

 What do you think the most common misuses (potential PR violations) of AI tools will be?

 Can you think of other examples of PR concerns with using AI in our dual profession?  
What are the ultimate dangers (negative impacts) if these situations occurred?
 Inputting individuals’ PII/PHI into an AI tool?
 Inputting organizational clients’ (Army command teams’) protected information—e.g., 

confidential, classified, etc.—into an AI tool?
 Reduced competence in basic Legal-Soldier skills (research, writing, analysis, etc.)?
 Relying too heavily on AI tools or being too quick to utilize them?
 Other situations?

 In light of AI’s many potential benefits, how can you and your teams mitigate the risks 
discussed above?  (i.e., creative training opportunities, deliberate systems, etc.)
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QUESTIONS?

POC: MAJ Curtis Cranston, curtis.n.cranston.mil@army.mil
Associate Professor, The Judge Advocate General's Legal Center & School
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